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SOX User Management Summary

SOX User Management bridges the gap between Sage 300 and enterprise solutions by providing tools to
manage user setup and permissions within and across multiple Sage 300 companies.

Most larger organizations have standard processes for on-boarding new Sage 300 users, new Sage 300
companies, and, perhaps, even for on-boarding new printers that will be used with Sage 300. The SOX
User Management module provides “one button” tools for completing these operations in seconds,
avoiding tedious and error-prone data entry or import/export mechanisms that may take hours to perform
and correct. The remove functions support analogous “off-boarding” processes.

The module also creates user and permissions reports that are very are useful for managing multiple user
roles and are suitable for compliance audits. You can save the reports as Excel spreadsheets.

Note that SOX User Management requires a LanPak license to access Sage 300. If there are no LanPak
licenses available, the program will not run.

Features and Benefits:

e View a concise users and permissions report suitable for compliance audits and save it to an
Excel spreadsheet

e View and save user reports: User Profiles, Locked Out Users, Disabled Users, Expiring

Passwords, Advanced Security Settings, Commonly Used Passwords

Copy user A’s setup to user B for all selected companies

Copy user A’s setup to user B for a given company

Copy user A’s setup from company X to company Y

Copy user A's setup from company X to all selected companies

Copy all users’ setups from company X to company Y

Remove user A’s setup from all selected companies

Remove user A’s setup from a given company

Remove all users’ setups from a given company

Remove all users’ setups from all companies

Copy Everyone's setup from company X to company Y

Copy Everyone's setup from company X to all selected companies

Remove Everyone's setup from a given company

Remove Everyone's setup from all selected companies

Copy Security Groups from one system database to another (see Appendix B)

List user desktop customizations for one or all companies and for one or all users.

The meaning of “setup” is illustrated below. The meaning of “Everyone's setup” is described more fully in
Appendix A of this guide.

“Setup” includes user permissions and profile attributes

Copy Security Permissions Administrators select the setup options they want
Copy LI Profiles to copy (or remove) from the checkboxes shown
Copy Customization Directories here. Any combination of settings can be copied.
Copy Printer Settings Printer settings include the print destination, page
Copy Desktop Folders, Macros, Reparts, and Programs size and driver name.

Copy Process Flows

SOX User Management can only be run by the Sage 300 ADMIN user. For strict SOX environments
where there is a separation of duties between user management and full admin access, the ADMIN
user can designate special Authenticated Users (“proxies” for ADMIN) who will be able to run SOX
User Management. Windows authentication is also provided for users on a domain.
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The Permissions Report Tab

SOX User Management provides a concise users and permissions report suitable for compliance audits.

SOX User Management users report:
e A User Management report that includes all Sage 300 modules is about 10 pages long.

User Management assembles information from the system database, company database, from
proprietary files, and from language resource files.

Not all of this information is accessible from a Crystal report. The result is a concise report of the
permissions for a given company and for a range of users and applications. The information is
shown in a Sage 300 style grid and can be saved in an Excel spreadsheet.

In a compliance audit situation, the report may have to be forwarded or physically printed and
signed. The spreadsheet is designed to print the maximum amount of information per page.

Sage 300 users report:
e Sage 300 Security Groups and User Authorization reports may total 50 to 100 pages in length.

Reports use IDs rather than descriptions for the permissions. Sage 300 uses “Crystal Reports”
that only connect to the system and company databases.

The User Management Tab

The SOX User Management tab provides a rich set of functions, which are described in more detail on
the following pages. A complete understanding of what is going on “under the covers” should be clear to
an experienced Sage 300 implementer who has had to perform processes manually.

Important Note: SOX User Management copies data across companies. Make sure that you have
activated Administrative Services and Common Services in new target companies before copying
users.

If copying setup from a source user to a target user and that target user does not exist, SOX User
Management will launch the Sage 300 window that creates users before continuing its operation.

A log is displayed as the operation proceeds. This log is also placed in a log file, recording the changes.

The User Reports Tab

SOX User Management reports can be viewed quickly on screen and saved to Excel files for printing.
(Sage 300 user reporting is limited for implementations with a large number of users, and the data is
stored in proprietary files.)

The program provides the following reports: User Profiles, Locked Out Users, Disabled Users, Expiring
Passwords, Advanced Security Settings, Commonly Used Passwords, Passwords That Never Expire, and
User Groups.

Note: The “Copy Printer Settings” function copies “Properties” — the default properties being printer
settings. The properties actually in use by an installation are controlled by settings in an INI file. A
description of the INI properties and their effects are beyond the scope of this document.

The User Desktop Customizations Tab

The User Desktop Customizations tab lists all custom folders, macros, programs, and reports that have
been added to the Sage 300 Desktop for one or all companies and for one or all users.
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Running SOX User Management

SOX User Management can be run as a stand-alone Windows program or launched from the Start menu.

You can also create a shortcut on the Sage 300 desktop, as shown below. To do this, right click on the
desktop, select “New > Program” from the pop-up menu, and point to “SOXUserManagement.exe” in the
installation folder.

S
Home

» Accounts Payable -

— | Administrative Services (Sox User Managemment)

b Accounts Receivable

o fclimintialive Sevices Licensed to: TAIROX SOFTWARE INC, TAIROX SOFTWARE INC
» Canadian Payroll Dealer TAIROX SOFTWARE INC

N o TAIROX SOFTWARE INC

» General Ledger

Intelligence Reporting

_
et o & & a0 e b &

Users Security Groups User Authorizations Customization Data Activation Ul Profile
Directories Maintenance

n

» Order Entry

» Project and Job Casting

b Purchase Orders = = =

K Lol v Q L

|| Assign UIProfiles ~ Assign Visual Process  DatsIntegrity ~ RestartMaintenance  Database Dump Database Load
4 TaiRox CRM Flows.
Setup
4 TaiRox Productivity Toels l\!)
Accounts Payable Tools Administrative Sox User
Accounts Receivable Tools Report= Mansgemment
General Ledaer Tools 2
Sage  ForHelp, pressFl Session Date: 1/10/2020 8§ ]

SOX User Management will prompt for a Sage 300 sign-on.

User D ‘ADMW | Wwindows Authentication

Password “

Cancel

Note that any Sage 300 user can sign on to SOX User Management, but only the ADMIN user has
the necessary rights to access and change the various tables that store users and permissions.

SOX User Management lets the ADMIN user set up Authorized Users (ADMIN proxies) so additional
users can operate the program.

To add Authorized Users:
e Choose Authorized Users from the Sox User Management File menu.

e Select Authorized users from the list of users, and click the Save button.

File Help O
[] Don Fenske

Close entl User Reports I ] Fred Bowl

. [1Joan Spiing
Settings... » [ keith Rider
Authorized Users... [1' ade W oodsman
Log Files...

Save Cloze

Authorized Users must be reauthorized whenever the ADMIN password changes. (The ADMIN password
should be changed very infrequently.)
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Permissions Report Tab

The Permissions Report tab lets you create a report showing user permissions for Sage 300 modules and
other compatible programs — such as TaiRox CRM — and save the report to an Excel workbook.

This screen lets you choose the company databases, the users, and the programs to include in the
report, as well as whether to create the report for enabled and/or disabled users.

File Help
Permiszions Report | UserManagementI UserF!eportsI Uszer Desklop Euslomizalionsl
Options
Report Tepe | Far Al Companies ~
All Users ~
All Applications w

Enabled/Dizabled Users ~
Include ADMIMN User

[] Exclude Permissions That No User Has Access To Load

Compary

Compary | Application Permizzion

Save Compary Permizzions to Separate Sheets Save

Cloze

Complete the fields on the Permissions Report tab as follows:

Report Type — You can print the report for a single Sage 300 company database or select from a list
of associated companies.
For One Company - If you choose One Company, choose the company that you want to report
on from the Company dropdown.
For All Companies — If you choose For All Companies, click the button that appears beside the
For All Companies choice, select the companies to include in the report, and then click the OK
button.

Report Type | For Al Companies ~ »

Sample Compary [he.
Sample Company Ltd.
Test DB copy
TSTLTD
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All Users / Range of Users / Specific User — Choose who will be included in the report.
All Users — All users in all selected companies will be included in the report.
Range of Users — Choose the From and To users for the range that you want reported.

Specific User — Choose the specific user from the Finder.

All Applications / Range of Applications / Specific Application — Choose the modules that will be
included in the report.

All Applications — All applications that have been activated in the Sage 300 companies that you
selected will be included in the report (such as TaiRox Productivity Tools or TaiRox CRM).

Range of Applications — Choose the From and To applications for the range that you want
reported.

Specific Application — Choose the specific application from the Finder.
Enabled/Disabled Users / Enabled Users / Disabled Users — Choose whether the report will

include enabled or disabled users. (Users can be disabled with the Sage 300 Users form in
Administrative Services.)

Enabled/Disabled Users — Include all users that have been added to the Sage 300 companies
that you selected.

Enabled Users — Include only users with enabled user accounts.

Disabled Users — Include only users whose accounts have been disabled.
Include ADMIN User — You can choose to include or exclude the ADMIN user.

Exclude Permissions that No User Has Access To — You can also choose to include or exclude
permissions that are not assigned to any users in the report.

All Users / Range of Users / Specific User — Choose who will be included in the report.
Click the Load button to create the report:

Once all criteria are selected, click the Load button to display items matching the criteria and options.
Click the Company Dropdown to select a company:

If you chose more than one company, use the Company dropdown list to select companies. The
permissions are listed separately for each company.

Company | Sample Company [ne. >

Click the Save button to save the report to an Excel Workbook (*.xIsx):

Once saved in a workbook the information has a similar layout and is formatted automatically with
gridlines and vertically-oriented labels.

Save as Excel Workbook (*.xIsx): Save the Worksheet as a .xlIsx file — not as “Excel 97 — 2003.”
Older Excel workbooks do not handle more than 256 columns, so the Worksheet will not be saved
properly if you have a large number of users.

Disabled Users’ rights are displayed in red.
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Note also that when multiple companies are selected you can choose to save each company on a
separate worksheet tab in the Excel spreadsheet.

I [+/] 5ave Company Permissions to 5eparate Shests I Save

Cloze

Report on the SOX User Management Screen

File Help

Permissions Feport | User Management | User Reparts | User Deskiop Customizations |

Options

Fieport Type | For All Companies ~

AllUsers ~

Al applcations ~

Enabled/Disabled Users ~
Include ADMIN User

[ Exclude Pemissions That No User Has Access To Load

Company | Sample Company Inc. e

Company Application Permission STEN STEVE | SUPER | SUPERAN «

SEMINC Sample Company oG
Setup Maintenance Tes Ves Yes
Cortrol Payments Tes Ves Yes
Wendor Maintenance Yes Yes Yex
Invoice Batch Inquins es Yes Yes
Invoice Batch Entry es Yes Yes
Invoice Batch Posting es Yes Yes
Payment Batch Inguirs es Yes Yes
Payment Batch Entry es Yes Yes
Payment Batch Posting es Yes Yes
Adjustment Batch Inguiny es Yes Yes
Adjustment Batch Entry es Yes Yes
Adjustment Batch Posting Yes Yes Yes
Wendor Analysis Tes Ves Yes .
(lasr HiskanRaraeds iShate vae var Var

L4l | _’l_I

Save Company Permissions to Separate Sheets Save
Close

Report in an Excel Workbook

oo o™ o UserPermissions.xls [Compatibility Mode] - Microsoft Excel -
Home | Insert  Pagelayout  Formulas Data  Review  View ® - = X
== K || calibri sl - =i | Date - (B Conditional Formatting ~ | S=Insert~ 3 - % fﬁ
=} G |B{r u-|A A E- |8 - % | [FormatasTable - % Delete - || (3]~
Paste S - - Sort & Find &
- | g[S A R ] 55 Cell Styles - [l Format = || 2~ Filter~ Select~
Clipboard Font 5| Alignment % | Number Styles Cells Editing

| AL - ( £ ] 471572013

I A [ B c
1 [aj15/2013 IraiRox s0x User Management Permissions Report

[l

2
3 | Options

4 Erom To

5 |For All Companies

6 Range of Users 7777777

7 Range of Applications Accounts Payable 6.1A  TaiRox Productivity Tools 6.1A
8 |Enabled/Disabled Users

9 |Exclude ADMIN User

10 Exclude Permissions That No User Has Access To

12 Company

&
STAN
STEVE
SUPER
SUPERAP

14 PTDEMO-Productivity Tools Del Accounts Payable 6.1A

15 Setup Maintenance L LN ]
16 Contral Payments [] LI )
17 Vendor Maintenance L) LR
18 Invoice Batch Inquiry L] LN ]
19 Invoice Batch Entry . LN ]
20 Invoice Batch Posting L] LR
21 Payment Batch Inquiry ] LR )
22 Payment Batch Entry . [ 3K ]
23 Payment Batch Posting . LN ]
24 Adjustment Batch Inguiry ] L)
25 Adjustment Batch Entry ] LR )
26 Adjustment Batch Posting L] LN ]
27 Vendor Analysis L LR J
28 Clear History/Records/stats. . LY
23 Period End Maintenance L] LAR
30 Year End Maintenance L] LR ]
31 Import Processing L] LK)
4 4 ¢ | PTDEMO-Productivity Tools Demo .~ SAMINC-Sample Company Inc. ST

Ready |
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User Management Tab

Important Note: SOX User Management copies data across companies. Make sure that you have
activated Administrative Services and Common Services in new target companies before copying
users.

This screen changes dynamically depending on the Option that you choose. SOX User Management
provides the following operations.

Copy User w

Copy Uszer to Another Company

Copy Uzer to Selected Companies
Copy All Users to Another Company
Fiemove Uzer From A Company
Remowe User From All Comparnies
Remove All zers From & Company
Remove All Dzers From All Companies
Copy Everpone” Tao Another Compary
Copy Evervone” To All Companies
Fiemove Everyone™ From A Company
Fiemove Everyone™ From All Companies
Copy Secunty Groups to Company

The User Management tab initially appears as below — with the “Copy User” option selected to copy the
properties for one user account in the current company to another user account in one or more Sage 300

companies.

See Appendix A for a complete set of screen variations.

File Help

Permissions Report  User Management | Uszer Reports I Uszer Desktop Customizations I

Options

Copy User w From User I:I q“ To User l:l q“

For &ll Companies w ﬁ

Copy Security Permizzions

Copy Ul Profiles

Copy Customization Directories

Copy Printer Settings and Perzonal Settings

Copy Desktop Folders, Macros, Reports, and Programs

Copy Process Flows Copy

Log...

Cloze

TaiRox SOX User Management for Sage 300 7 User Guide



Running SOX User Management User Management Tab

Select Options and proceed on the User Management tab as follows:
Select the Operation — Copy User in this example

See Appendix A for a summary of most user operations.

Select the From and To User Accounts

Select the From and To Companies

If Copying or Removing, select (check) the user properties that you want to copy or remove
Click the Copy / Remove button to proceed with the operation

If the “To User” does not exist, a dialog will appear asking if you want to create the user account.
Choose Yes to add the new user account.

& TaiRox SOX User Manageme - O
File Help
Ferrissions Report  User Management | User Reports | User Deskion Custorizations
z I ! I User D M pra+
ptions
Coy User From User CRLA |9 ToUser  [MaRY a, User Name [
For All Companiss B Account Type User ~  language English -
Authertication Method = Sage 300 ~  JobRole Select your job role -~

Copy Security Permiss

User MARY does not exist. Do you want to add user MARY?
Copy Customization

Windows User Name [

Copy Printer Gettings:
Copy Desklop Foldes

W N Cancel
Copy Process Flors L -2 o= Cancel

Log shows the results

The program displays a log as the operation proceeds. This log is also stored in a file, which can be
launched by clicking on the Log button:

® TaiRox SOX User Management - [m]

File Help
Permizsion: Report User Management l User Reports ] User Desktop Custamizations ]
Options
Copy Lser From User CARLA ':"\J ToUser HARY D\',
For Al Companies B

Copy Security Permizzions

Copy Ul Prafiles

Copy Customization Directories

Copy Frinter Settings and Personal Settings

Copy Desktop Folders, Macroz, Reports, and Programs

Copy Process Flows Cancel

Copying Desktop Folders, Macros, Reports. and Programs. . ~
Remaving Process Flaws...
Copying Process Flows. .
Logging aut of Sarmple Company Limited. ..
Laogging inta TSTLTD...
Copy uzer CARLA "Sample Company Limited' to MARY "Sample Company Limited'..
Remaving Secrity Permissions. ..
Copying Security Permissions. .
Rermaving Ul Profiles
Copying Ul Profiles. ..
Remaoving Customization Directories...
Copying Customization Directories... o
Femoving Printer Settings and Personal Settings.. Copy User complete.
| Copying Printer Settings and Personal Settings
Removing Desktop Folders, Macros, Repaorts, and Programs. ..

Copying Desktop Folders, Macros, Reports, and Programs... 3
Remaving Process Flaws. ..
Copying Process Flows. .

Loagging out of Sample Company Limited. ..

Copy User complete. W

Log...

| Cloze

TaiRox SOX User Management for Sage 300 8 User Guide



Running SOX User Management User Management Tab

Copying between Multiple System Databases
A company-to-company operation can involve multiple system databases.

If you want to duplicate rights from company X to company Y, AND these companies have different
system databases (say SX and SY), you must first modify SY's security groups.

e First— Remove the security group from SY.

e Second — Copy the security rights from SX to SY.

Important Note: This change will affect all companies that have SY as their system database.

To help protect against unintended results, the program will display a warning message when copying
between system databases. See message below.

It may be advisable to eliminate multiple system databases in an installation. SOX User Management can
greatly assist with this process.

File Help
Permissions Report User Management | User Reparts ] Usger Desktop Customizations ]
Optionz
Copy Uzer to Another Comparny Uzer CARLA '3:"\.J

From Compary | Sample Campany Lid.

Ta Campary Copy of SAMLTD

Copy S ecurity Permissions
Copy Ul Profiles

| Copy Customization Directories
Copy Deskiop Fold
Copy Process Flows]
Sample Company Ltd. does not use the same System Database Carieed
as Copy of SAMLTD. In order to copy a user to Copy of SAMLTD
security groups must be copied from Sample Company Ltd..
Copying security groups to Copy of SAMLTD may affect other
companies and user security that share the same System

Database. Are you sure you want to Copy User to Another
Company?

Log...

Cloge
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User Reports Tab

The User Reports tab provides the following administrative reports:

Use

User Profiles

Locked Out Users

Disabled Users

Expiring Passwords
Advanced Security Settings
Commonly Used Passwords
Passwords That Never Expire

User Groups

r Profiles Report sample

2

File Help

Pemissions Repart I User Management  User Reports | User Desktop Customizations I

Options
Report Type | User Profiles e
All Users ~
Al Secuity Groups w
Enabled Llsers ~
[ Include ADMIN User
Uger |Value | Infarmnation ;I
DON Don Fenske
Account Type User
Language English _I
Authentication Method Sage 300
Job FRole Director/S enior kanager
User must change password at next logon Mo
Password never Expires Yes
User cannot change password Ma
Uszer cannot change pazzword Mo
Account Disabled No
Account iz locked out No
Account iz restricted Mo
Phone 7785556843
Ernaill don fenske@tairox. com
Email2
User receives e-mail from Sage with information relevant to job rale Yes
FRED Fred Bowl ;I
Save
Cloze
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Locked Out Users report

Displays the User and Name. If there are no locked-out users, the program will display a message.

® TaiRox S0X User Management — O x
File Help

Pemizsions Report | User Management  User Reports | User Desktop Eustom\zatmnsl

Options
Report Type | Locked Out L sers hd
All Users ~
&)l Security Groups ~
Include ADMIN User Cancel

User I amne:

o There are no Locked Qut Users,

Save

Close

Disabled Users report

Displays the User and Name. If there are no disabled users, the program will display a message.

% TaiRox SOX User Management - O X
File Help

Permissions Report | User Management  User Reports | User Desktop Customizations |

Options
Report Type  Disabled Users o
Al Users ~
All Secuity Groups ~
Include ADMIN User Cancel

User Mame

o There are no Disabled Users,

Save

Close
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Expiring Passwords report

Displays the User, Name, and Days until expiry. If the security settings do not require password expiry,
the program will display a message.

® TaiRox 50X User Management - m} x
File Help

Permizzsions Report | User Management  User Reports | User Deskiop Eustom\zatmnsl

Options
Repart Type | Expiting Passwards - inthe next Dl dapls]
Al Users ~
All Security Groups ~
Include ADMIN User
User Mame Davs

Message

Description: Sage 300 Database Setup security setting does not require users
to change their passwords

Source: 09:32:49 -

Save

Close:

Advanced Security Settings report

The following information will be displayed:

File Help

Pemmissions Fleport | User Management User Repatts | User Deskiop Customizations |

Options
Report Type |Advanced Secunty Setings ~ |

All Security Groups ~

Clinchude ADMIN User

Information

Require minimum password length Mo

Lack out user No
Enable locked-out user No
Use time server No

Save
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Commonly Used Passwords report

Displays the User, Name and Issue. In this example the user name and password are the same (CARLA,
WADE) or the password is in common use.

=
File Help

Permiszions Repart | User Management  User Reports | User Desktop Customizations I

Options

Fepart Type | Commonly Used Passwords ~

Al Users ~

All Security Groups ~

Enabled Users ~
[includs ADMIN User

User

0 . |2 i ojas is the same as the User [0
DOM Don Fenske Password iz commonly used
GERRY Gerry Freyer Password iz commonly used
JOaM Joan Spring Paszword iz commonly uged
MaRY Mary Westan Password iz commonly uzed
MORGAN Margan Thomas Password iz commonly uzed
WADE Wwade Woodsman Password is the same as the User (D

Save

Close:

Commonly Used Passwords on the settings screen

You can view and edit the commonly used password list by choosing File > Settings from the SOX User

Management window. The list includes passwords that would not normally be in a "Top 10 Bad Password
List", such as ACCPAC, SAGE and ACCOUNTS.

Save Uzer Reports ta Excel

The passwords listed here are commonly used and therefore can be guessed easily. The list includes offensive
words that are in common use as passwords. The password list can be edited to remove offensive words.

Commonly Uzed Password 2

0

n
1212
1234
133
2000
21z
2222
3333
28
431
4444
5180
5555
EEEE
E3E3
TE

Save Cancel
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The Commonly Used Passwords list includes many vulgar words because people commonly use them in
passwords. You may add to the list or delete offensive entries in the Settings window, or you can edit the
text file (SOXUserManagementPasswords.txt) in the folder where SOX User Management is installed.

o .
K ER-
Home Share View bl 9
€« v * « Local Disk (C:) » Program Files (x86) » TaiRox » SOXUserManagement v O 2 Search SOXUserManagement
™ Reference Assemblies ” MName Date modified Type Size
- .
Safari * Documentation 2021-11-089:12 AM File folder
* SAP BusinessObjects & S0XUserManagement.exe 2021-11-06 11:51 AM Application 11
* TaiRox @ S0XUserManagement.ini 2020-09-21 1:10 PM Configuration sett...
* ChqApprovalConsole % S0XUserManagementP asswords.txt 2020-09-21 1:10 PM Text Docurnent
b
CreatelicenseKey ol =
4items  1item selected 3.93KB  State: B Shared =

Passwords That Never Expire report

Displays the User and User Name.

)

File Help

Permiszions Repart | User Management  User Reports | User Desktop Customizations I

Options
Report Type |Passwurds That Never Expire "l

Al Users ~
All Security Groups ~

[lincluds ADMIN User

User
LDMIN. .
AREEMM Akeem McDonald

JDOBSON Jacob Dobson
MaAGGIEM Maggie dubd onceaus
STEWARTE Stewart Enwin
SYSAPPRY Lpprove Credit Dwerride

Save

Close

If Sage 300 security does not require users to change their passwords, this report will be empty and the
following message will be displayed:

Message

Description: Sage 300 Database Setup security setting does not require users
to change their passwords.

Source: 09:44:50 -
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User Groups

Displays the user groups for one or more users for specified companies and applications.

File Help
Pemissions Report 1 User Management  User Reparts 1 User Desktop Customizations ]
Options
Report Type | User Groups h
For &/l Companies ~ ﬁ
From
Specific User ~ |CARLA |q
All Security Groups ~
Enabled Users ~
Company | Sample Compaty Inc. >~
Company \ Application \ CARLA
Order Entry 6,84 ENTRY
Purchase Orders .84 ENTRY
Tax Services 6.84
US Payroll 7.3 PROCESS
Sample Company Limited Accaunts Papable 6.6 ENTRY
Accounts Receivable B84 ENTRY
Adrinistrative Services B.88
Bark Services B.84 FULL
Canadian Paprall 7.34
General Ledger 6.84 ENTRY
|ventary Cantrol 5.84 FULL
Multiple Contacts B84 FULL
Order Entry 6.84 ENTRY
Purchase Orders 6 88 ENTRY
Tax Services f.84 FULL
1P e 7 rnAnFen
[ Save Company Groups to Separate Sheets Save
Close

If you include the ADMIN user in your report, the report will list all security groups in the range of groups.
If you do not include the ADMIN user, the report will only list groups to which the specified users belong.

For example, the above report lists only the groups to which CARLA belongs.

e If you run the report for a single user that does not appear in any user groups, the report will be
blank.

e If you specify a range of users, the report will list all groups within the specified group range to
which any of the included users belong.

To select a set of companies:

For All Companies v

Specific User

] Copy of S4MLTD
Sample Company Ine:
Sample Company Ltd.

All Security Groups

Enabled Users
e Choose For All Companies
e Click the button beside the dropdown.

e Select the companies you want from the list.

Click the Company Dropdown to view the groups for each company:

Compary | Sample Company Inc. >

i

an lel\:l

Use the Company dropdown list to view the groups for each company if you chose more than one
company. The user groups for each company are listed separately.
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User Desktop Customizations Tab

The User Desktop Customizations tab lists all custom folders, macros, programs, and reports that have
been added to the Sage 300 Desktop for one company or all companies and for one or all users.

This screen lets you choose the company databases, the users, whether to create the report for enabled

and/or disabled users, whether to include the ADMIN user, and whether to include “All Users”

customizations. (You can explicitly make customizations available to All Users when you add new items

to the Sage 300 desktop.)

2

Company Sample Company Limited
Al Users ~

Enabled/Disabled Users

Include ADMIN User
Include All Users Desktop Customizations

Company | 5 ample Commpany Limited

File Help
Permizzions Report I User Managementl User Repaortz User Desktop Customizations |
Options
Report Type | For One Company ~

Load

LY

SakLTD-Sample Company Limi Al Users Frogram
Frogram

SakLTD-Sample Company Limi ADRIN Folder
Macro
Macro
Macro
Report
Report

Folder

Repart

Import PO g

Import Orders from the Web
Cusztom Programs

Delete Inactive ltems
Delete Inactive Vendors
Delete Inactive Custarmers
Mew Customers

Mew Emplopess

Custom Clerical Reparts

Mew Yendors

C:hUser:
C:hUzer:

C:hUzer:
C:hUzer:
C:hUzer:
C:hUzer:
C:hUzer:

Complete the fields on the User Desktop Customization tab as follows:

Report Type — You can print the report for a single Sage 300 company database or select from a list

of associated companies.

For One Company - If you choose One Company, choose the company that you want to report

on from the Company dropdown.

For All Companies - If you choose For All Companies, click the button that appears beside the
For All Companies choice, select the companies to include in the report, and then click the OK

button.

Report Type | For &l Companies

TaiRox SOX User Management for Sage 300

v»

Sample Cormpaty [he.
Sample Company Ltd.
Test DB copy
TSTLTD
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Running SOX User Management User Desktop Customizations Tab

All Users / Range of Users / Specific User — Choose who will be included in the report.
All Users — All users in all selected companies will be included in the report.
Range of Users — Choose the From and To users for the range that you want reported.

Specific User — Choose the specific user from the Finder.

All Applications / Range of Applications / Specific Application — Choose the modules that will be
included in the report.

All Applications — All applications that have been activated in the Sage 300 companies that you
selected will be included in the report (such as TaiRox Productivity Tools or TaiRox CRM and
Collections).

Range of Applications — Choose the From and To applications for the range that you want
reported.

Specific Application — Choose the specific application from the Finder.
Enabled/Disabled Users / Enabled Users / Disabled Users — Choose whether the report will

include enabled or disabled users. (Users can be disabled with the Sage 300 Users form in
Administrative Services.)

Enabled/Disabled Users — Include all users that have been added to the Sage 300 companies
that you selected.

Enabled Users — Include only users with enabled user accounts.

Disabled Users — Include only users whose accounts have been disabled.
Include ADMIN User — You can choose to include or exclude the ADMIN user.

Include All Users Desktop Customizations — You can also choose to include or exclude the user
group “All Users”, to which you can assign new customizations when you add them to the desktop.

Click the Load button to create the report:
Once all criteria are selected, click the Load button to display items matching the criteria and options.
Click the Company Dropdown to select a company:

If you chose more than one company, use the Company dropdown list to select the company data
that you want to review. The customizations are listed separately for each company.

Compary | Sample Company [nc. e |

Click the Save button to save the report to an Excel Workbook (*.xIsx):

Once saved in a workbook the information has a similar layout and is formatted automatically with
gridlines and vertically-oriented labels. You can save user customizations to separate worksheets.

Save Uzer Desktop Customizations to Separate Sheets Save

Cloze:

Save as Excel Workbook (*.xIsx): Save the Worksheet as a .xIsx file. Older Excel workbooks
do not handle more than 256 columns, so the Worksheet will not be saved properly if you have a
large number of customizations.
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Appendix A — User Management Tab Variations
This appendix provides screen settings for various user management operations.

Copying user A’s setup to user B for all selected companies

Optionz
[Cop}l User v] Fram User ':% Tao User Ck
[For All Companies v] E

Copy Security Permissions

Copy U Profiles

Copy Customization Directories

Copy Printer Settings and Perzonal Settings:

Copy Desktop Folders, Macros, Reports, and Programs

Copy Process Flows

Copying user A’s setup to user B for a given company

Options
[Copy Usger V] From User Ck ToUser Ck
[For One Compary V] Compari Check Approval Wancouwer - ]

Copy Security Permizzions

Copy Ul Profiles

Copy Customization Directories

Copy Printer Settings and Personal Settings

Copy Desktop Folders, Macros, Reports, and Programs

Copy Process Flows

Copying user A’s setup from company X to company Y

Optionz

[Copy User to Anather Company Y] Uszer Ck
Fram Company [Sample Campaty Limited ']
ToCempany  [CHSDAT -

Copy Security Permizzions

Copy Ul Profiles

Copy Customization Directaries

Copy Printer Seftings and Personal Settings

Copy Desktop Folders, Macros, Reparts, and Programs

Copy Process Flows

Copying user A’s setup from company X to all selected companies

Optionz

[Eopy Uger to Selected Companies V] U zer Ck
Fram Company [Sample Company Limited ']
To Comparies E

| Copy Securty Permiszi

opy ecun%J ermizzions # Companies B

[ Copy Ul Profiles

Copy Customization Directories Check dpproval W ancouver

Copy Printer Settings and Personal Settings gﬁﬁl’?

Copy Desktop Folders, Macros, Reports, and CPYLTD

Copy Process Flows Download Rates Dema
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Copying all users’ setups from company X to company Y

Optionz

[Eopy All Users bo dnother Company V]

From Company [Sample Campary Inc ‘]

ToCompany  [CHSDAT -

Copy Secunty Permissions

Copy LI Profiles

Copy Custornization Directories

Copy Printer Settings and Personal Settings

Copy Desktop Folders. Macros, Reports. and Programs

Copy Process Flows

Removing user A’s setup from all selected companies

Optionz
[Hemove Uzer From &ll Companies v] E Uzer Q&

Remove Secunty Permissions

Remove Ul Profiles

Remove Custorization Directories

Remove Printer Seftings and Perzonal Settings

Fiemove Deszktop Folders, Macros, Reports. and Programs

Remove Process Flows Remave

Removing user A’s setup from a given company

Optionz
[Flemo\-'e User Fram A Company V] Uszer C%

Campany Sample Company he he

Femove 5ecurity Permissions

Remave Ul Profiles

Remove Customization Directories

Remove Printer Settings and Personal Settings

Femove Desktop Folders, Macros. Reports, and Programs

Remave Process Flaws Fiemnove

Removing all users’ setups from a given company

Optiohz

[Hemove All Users From & Company V]

Compary Sample Company Inc -

Femove Security Permiszions

Remave Ul Profiles

Remove Customization Directories

Remove Printer Settings and Personal Settings

Femove Desktop Folders, Macros. Reports, and Programs

Remave Process Flaws Fiemnove
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Removing all users’ setups from all selected companies

Optiohs I 7 -
i =]
[Hemove Al Users From All Companiss V] Bl Companies L
Cl Yalal ()"
CHSDAT
CPYINC
. . I CRYLTD
Remove Securnity Permissions Dovinioad Fates Dema
Remave Ul Profiles FRADAT
Remove Customization Directories [ Productivity Taalz Dema

Remove Printer Settings and Personal Settings ;‘rodulcti;ity Toolleemo - copy
ample Company Inc
Remaove Desktop Folders, Macros, Reparts, a 0| " pan

Sample Company Limited
Femove Process Flaws [ Sample Company Ltd. 2020 |]

Copying Everyone's setup from company X to company Y

Options

[Copy Everyone® To Another Company V]

Fram Commpary [ABC Company Seattle ']

To Company [ABE Company Yancouver ']

*Everyone: Copy Desktop Folders, Macroz, Reports, and Pragrarns checked for ‘Al Uszers'

Note: Everyone's setup means the desktop folders, macros, reports and programs that have the
checkbox All Users selected as illustrated below. Implementation consultants may know that
these are stored in a pseudo user folder _EVERYONE.

Folder @
..
Source  User Object
Type Folder
Title

cBsck | Fmsh | [ Cancd | [ Hep |

Copying Everyone's setup from company X to all selected companies

Options

[Eop_l,l Everyone® To &l Companies V] -

From Company | ABC Company Seattle b

*Everyone: Copy Desktop Folders, Macroz, Reports. and Prograns checked For 'l Uszers'

TaiRox SOX User Management for Sage 300 20 User Guide



Running SOX User Management Appendix A — User Management Tab Variations

Removing Everyone's setup from a given company

Options

[Hemove Everyone” From & Compaty V]

Camparny ABC Compary Seatte h ]

*Everyone: Remove Desktop Folders, Macros, Reports, and Programs checked for ‘&l Users'

Remove

Note: Everyone's setup means the desktop folders, macros, reports and programs that have the
checkbox All Users selected as illustrated below. Implementation consultants may know that
these are stored in a pseudo user folder _EVERYONE.

Folder @

.. &
-

Source  User Object

Type Folder

\ Title:

<Bock | Fnsh | [ Canced | [ Hep |

Removing Everyone's setup from all selected companies

Options

[Hemove Everyone® From All Companies V] -

*Everyone: Remowe Desktop Folders, Macros, Reports, and Programs checked for ‘Al Uzers'

Remove
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Appendix B — Copying Security Groups
SOX User Management will copy security groups from one company's system database to another's.

If the source company system database is different than the target company system database then the
security groups are copied from source to target by first removing the security groups from the target
company, and then inserting those security groups from the source company system database into the
target company system database.

Any security groups that exist in the target company system database, but do not exist in the source
company system database, are not changed in the target company system database, and the result is a
super set of both.

Options

[Eopy Security Groups to Company -
Fram Carmpary [Sample Campary Lirmited ']
Tao Company [Sample Company Inc v ]

If the source company has the same system database as the target company system, then it does not
make sense to copy the security groups and an error message is displayed:

SOX User Management ﬁ

I.-"'_"‘-.I Sample Company Limited has the same System Database as To
‘S Company Sample Company Inc so there is no need to Copy Security
Groups to Cempany Sample Company Inc,
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Appendix C — Permissions Report Exceeded Maximum Size

The Permissions Report uses the Microsoft FlexGrid Control, which is limited to 350,000 total cells. This
message means that the report has exceeded the limit and will only display the information for companies
that it fully processed before hitting the cell maximum.

If a Permissions report has exceeded 350,000 cells, the program will display the following message:

e The Permissions Report has exceeded the maximurn number of cells,

Although 350,000 cells may sound like a very large number, you can exceed this limit if you are running
the report for a very large number of enabled and disabled users.

We suggest that you reduce the number of cells required to run the report in one or more of the following
ways:

Print the report for a specific user or range of users.

From To
[Renge of Users - |[CaALs @, (Zzzzz222 |2,

el Accounts Payable 6,94 - TaRox Extended Processing 6.8, -

e Print the report for a specific application or range of applications.

Fram Ta
|Hanga of Users v HEAF\LA |(k IIIIIII |(%

T EEllEES Accounts Payable 598 ~ TaiRox Extended Processing 6.8, 4

e Print the report for enabled users only.

Ensbled Users ~
Enabled/Disabled Users
Enabled Lsers

Disabled Users

o User Has Access To Load

e Do not include the ADMIN user — they have all permissions — and exclude permissions that no
user has access to (excluding the ADMIN user).

[ Include ADMIN User
Exclude Permissions That Mo User Has Access To Load
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